3.2 Substations Key Management
Western Power has approximately 155 transmission substations across the Southwest of WA. Access to some of the new and recently upgraded substations is managed via electronic access control (EAC) however older sites are accessed via a traditional key. Western Power is implementing a new system for accessing substations which do not have EAC, this system will include an electronic key cabinet. The electronic key cabinet will be connected to Western Powers existing access control systems to ensure only authorised persons can access substation keys. The substation Key Management System will be connected to a separate 4G modem and will be powered by a solar and battery system, the sub-stations requirement for the Key Management System is for supply only (without installation). Substation Key management requirements: 
• API or capability to integrate with Gallagher access control systems.
 • Operate on extra low voltage power supply. 
• Operate in high temperatures. 
• Ability to store access information and continue to operate in the event of loss of network connectivity. 
• Capacity options of between 10 and 40 keys. 
• Alerts via email in the event of faults or tampering. 
• Remote access and operation of the cabinet. 
• Record of keys withdrawn and email alerts if not returned.
 • Manual key release function (in the event of system failure).
 • Automated reporting capabilities.
